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Abstract—This paper proposes a novel robust blind color 

image watermarking technique that combines entropy analysis, 

lifting wavelet transform (LWT), QR factorization, and discrete 

cosine transform (DCT) for copyright protection. The RGB 

components of the color image are first separated, and the R 

component is then subjected to the 2-level LWT. Following DCT 

is applied to the 2-level LWT's high-frequency sub-band, the 

DCT coefficients are separated into 4x4 non-overlapping blocks. 

Each chosen block is then subjected to QR factorization, and the 

watermark is embedded in the first row and first column 

element of the upper triangular matrix. Numerous simulated 

tests show that the presented scheme is highly imperceptible and 

robust to attacks. The presented watermarking scheme 

performs better than the others in terms of invisibility, 

according to comparisons with comparable schemes. 
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I. INTRODUCTION 

With the availability of widespread alter tools for digital 
form, several issues have occurred like forgery of digital 
contents, modification, and tampering. Therefore, digital data 
integrity and copyright protection content have increased and 
become important security issues. The digital watermarking 
technique represents an important technique in the protection 
of digital form [1]. The classifications of watermarking 
techniques based on the nature of watermark information can 
be fragile watermarking, semi-fragile watermarking, and 
robust watermarking [2]. In the fragile watermarking 
technique, the watermark information cannot be extracted 
after making small alterations to the watermark. On the other 
side, the robust watermarking technique can resist image 
processing and geometrical attacks. Therefore, the semi-
fragile watermarking technique can maintain a good balance 
between fragility and robustness [3]. Basically, the two 
aspects that are dependent on the quality of the digital 
watermarking scheme are: imperceptibility and robustness. 
Visual distortion can occur by the modification of the original 
image, however, fewer modifications can lead to a good 
image quality [4]. Over the last decade, to improve the quality 
of digital watermarking and the ability to withstand 
watermarking attacks, several techniques have been 
presented [5-7] which can be classified into two domains: 
spatial and frequency domains inclusive lifting wavelet 
transform [8-10], Fourier transform [11-13], discrete cosine 
transform [14-16], and matrix decomposition [17-25].  

One of the research problems is how to implement a 
robust watermarking scheme that achieves high 
imperceptibility, large capacity, high security, and strong 
robustness to common attacks. This paper proposes a blind 
color image watermarking scheme for copyright protection 
that depends on discrete cosine transform and QR 
factorization, combined with lifting wavelet transform and 
entropy analysis to address that problem.   

The contributions of this presented work include three 
aspects: 

 The combination of DCT, LWT, and QR factorization 
is used to obtain the benefits of these transformations 
for improving invisibility and the ability to withstand 
watermarking attacks such as energy compaction 
characteristics provided by DCT, several elements 
that can be used to hide the watermark providing by 
QR factorization, and excellent frequency localization 
properties providing by LWT. 

 For enhancing the security of the presented method, a 
pseudo-random sequence is used. 

 For achieving a better trade-off between 
imperceptibility and robustness, the entropy analysis 
is used. 

The categorization of this paper is as follows. Section II 
introduces discrete cosine transform, lifting wavelet 
transform, entropy analysis QR factorization, and random 
permutation function. Section III introduces the watermark 
embedding process and the watermark extraction process. 
Section IV provides the experimental results and discussions. 
The conclusions of this paper are summarized in Section V. 

II. PRELIMINARIES CONCEPTS 

A. Lifting wavelet transform 

Let {𝑠𝑖[𝑚]}𝑚∈𝑍 [26] be a signal whose level of resolution 
is 𝑖 ∈ 𝑀 ∪ {0}. A 2𝜋 periodic function of a signal {𝑠𝑖[𝑚]}𝑚∈𝐶 
is defined as follows: 

 𝑆𝑖(𝑤) = ∑ 𝑠𝑖[𝑚]𝑒−𝑗𝑤𝑚 , 𝑤 ∈ 𝑅𝑚∈𝑐        (1) 

a signal {𝑠𝑖[𝑚]}𝑚∈𝑍 which its polyphase representation is 
shown as follows: 

 𝑆𝑖(𝑤) = 𝑆𝑒,𝑖(2𝑤) + 𝑆𝑜,𝑖(2𝑤)𝑒−𝑗𝑤𝑚       (2) 

where the polyphase decomposition of a signal 
{𝑠𝑖[𝑚]}𝑚∈𝑍 is given by 
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𝑆𝑒,𝑖(𝑤) = ∑ 𝑠𝑖[2𝑚]𝑒−𝑗𝑤𝑚 , 𝑆𝑜,𝑖(𝑤) = ∑ 𝑠𝑖[2𝑚 +𝑚∈𝑍𝑚∈𝑍

1]𝑒−𝑗𝑤𝑚                                           (3) 

The polyphase components' representation of the signal 
are given by components 𝑆𝑒,𝑖(𝑤) and 𝑆𝑜,𝑖(𝑤). 

The lifting wavelet transform deals with the effective 
management of individual polyphase components. The LWT 
is completely compatible with both the frequency and time 
domains and can be defined in both. The LWT's technique in 
the frequency domain is equivalent to factorizing a polyphase 
matrix made up of Laurent polynomials' polyphase 
components. 

The following four steps can be used to realize the LWT: 

Step 1 (split): A signal is divided into an odd-indexed 

component {𝑠𝑜,𝑖−1[𝑚]}𝑚∈𝑍 and an even-indexed component 

{𝑠𝑒,𝑖−1[𝑚]}𝑚∈𝑍 which is called split sequences. These two 

split sequences, which correlate to polyphase components are 

dealt with by the LWT, {𝑠𝑒,𝑖−1[𝑚]}𝑚∈𝑍 and {𝑠𝑜,𝑖−1[𝑚]}𝑚∈𝑍 

which correspond to polyphase components 𝑆𝑒,𝑖(𝑤) and 

𝑆𝑜,𝑖(𝑤). 

 𝑠𝑒,𝑖−1[𝑚] = 𝑠𝑖[2𝑚], 𝑠𝑜,𝑖−1[𝑚] = 𝑠𝑖[2𝑚 + 1]     (4) 

Step 2 (predict): The predictor Ƥ that acts on the even-

indexed sequence {𝑠𝑒,𝑖−1[𝑚]}𝑚∈𝑍 predicts the odd-indexed 

sequence {𝑠𝑜,𝑖−1[𝑚]}𝑚∈𝑍. 

 𝑑𝑖−1[𝑚] = 𝑠𝑜,𝑖−1[𝑚] − (Ƥ 𝑠𝑒,𝑖−1)[𝑚]     (5) 

Here, the operator Ƥ represents the lifting operator. 

Step 3 (update): The updater 𝑢 that updates the even-

indexed sequence {𝑠𝑒,𝑖−1[𝑚]}𝑚∈𝑍 operates on the odd 

indexed sequence {𝑑𝑖−1[𝑚]}𝑚∈𝑍 which is predicted using the 

predictor Ƥ. 

 𝑠𝑖−1[𝑚] = 𝑠𝑒,𝑖−1[𝑚] − (𝑢 𝑑𝑖−1)[𝑚]    (6) 

Step 4 (scaling): The results can be measured for a certain 

normalization in this step. 

 𝑠𝑖−1[𝑚] = 𝐾𝑠𝑖−1[𝑚], 𝑑𝑖−1[𝑚] = 1 𝐾 𝑑𝑖−1[𝑚], 𝐾 ∈ 𝑅⁄    (7) 

B. Discrete cosine transform 

One technique for converting a picture into the frequency 
domain is the discrete cosine transform, which has the 
benefits of high performance, precision, and energy 
concentration. DCT has therefore been used extensively in 
image-processing applications. The carrier picture is first 
separated into 8 × 8 sub-blocks, and DCT is then applied to 
each block to enhance the DCT transform performance. 
Three frequency subbands are included in the DCT results: 
high, middle, and low frequencies. Watermarks alter images 
because low-frequency coefficients contain significant 
perceptual information. The watermarked image becomes 
susceptible to low-pass filtering when high-frequency 
coefficients are embedded because they contain detailed 
information. Consequently, it is common practice to 
incorporate the watermark using the middle-frequency DCT 

block coefficients [27]. Eq. (8) defines the 2D-DCT of a M × 
M picture 𝐹(𝑥, 𝑦) as follows:  

𝐹(𝑢, 𝑣) = 𝑎(𝑢)𝑎(𝑣) × [∑ ∑ 𝑓(𝑥, 𝑦) ×𝑀−1
𝑦=0

𝑀−1
𝑥=0

𝑐𝑜𝑠
(2𝑥+1)𝑢𝜋

2𝑀
𝑐𝑜𝑠

(2𝑦+1)𝑣𝜋

2𝑀
]                   (8) 

where 

 𝑎(𝑢) = {
√1 𝑀⁄ , 𝑢 = 0                       

√2 𝑀⁄ , 𝑢 = 1,2, … , 𝑀 − 1
     (9) 

x and y are the spatial domain coordinates, u and v are the 
frequency domain coordinates, 𝐹(𝑢, 𝑣) is the frequency 
coefficient at the coordinate (𝑢, 𝑣), and (𝑣) is comparable to 
(𝑢). 

C. QR factorization 

In computer science, engineering, and mathematics, QR 
factorization is widely utilized. In particular, QR is frequently 
used as a subroutine in quadratic programming, to solve 
linear least squares problems, determine the rank of matrices, 
solve severely ill-conditioned linear systems, and compute 
Eigenvalues [28]. A QR factorization takes a matrix 𝐴 ∈
 𝑅𝑚×𝑛 and factors it into the product as follows: 

 𝐴 = 𝑄𝑅       (10) 

where R is upper triangular and Q is orthonormal. 

D. Entropy analysis  

The degree of unpredictability in the image can be 
measured by the entropy. Entropy lists the image's 
information content. It characterizes the degree of ambiguity 
or chance present in an image. An image's quality increases 
with the amount of information it contains. Entropy, often 
known as Shannon's entropy or entropy of information, is a 
concept used in information theory to quantify the degree of 
uncertainty in an information source. The formula for 
Shannon's entropy is [29]: 

 𝐸(𝑥) = − ∑ 𝑝(𝑥) log 𝑝(𝑥)      (11) 

Fig. 1. The diagram of the watermark embedding process. 
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III. PROPOSED ALGORITHM 

The proposed robust watermarking technique is divided 
into two processes, called; the watermark embedding and 
extraction processes which can be described in more detail as 
follows. 

A. Watermark embedding  

1) Divide the color image into RGB components. 

2) Apply 2-level LWT to the R component and select the 

high_frequency subband of the 2-level where the R 

component is the best component for  having high values 

in both imperceptibility and robustness. 

3) Apply DCT high-frequency subband. 

4) Divide DCT coefficients for obtaining 4 × 4 non-

overlapping blocks which number of blocks is 642. 

5) Calculate the entropy of each block to obtain the average 

of entropy blocks as scaling factor α. 

6) Generate the pseudo-random sequences utilizing 

randperm-function depending on key1 and key2 for 

having 2-random values. 

7) Apply QR factorization for selecting 4 × 4 blocks 

depending on the pseudo-random sequences. 

8) Modify the magnitudes 𝑀1 and 𝑀2 utilizing the binary 

watermark information 𝑤: 

 𝑖𝑓 𝑤(𝑖, 𝑗) = 1, {
𝑀1 = 0.25𝛼

𝑀2 = −0.50𝛼
     (12) 

 𝑖𝑓 𝑤(𝑖, 𝑗) = 0, {
𝑀1 = −0.25𝛼
𝑀2 = 0.50𝛼

     (13) 

where (1≤𝑖, 𝑗≤N), and α denotes the scaling factor. 

9) Compute the potential quantization outcomes 𝑇1 and 𝑇2 

utilizing the modified magnitudes 𝑀1 and 𝑀2. 

 𝑇1 = 2𝑘𝛼 + 𝑀1  (14) 

 𝑇2 = 2𝑘𝛼 + 𝑀2  (15) 

where 𝑘=𝑓𝑙𝑜𝑜𝑟(𝑐𝑒𝑖𝑙(𝑟1,1/𝛼)/2), 𝑓𝑙𝑜𝑜𝑟(.) indicates the 

least nearest integer and 𝑐𝑒𝑖𝑙(.) indicates as the largest 

nearest integer. 

10) Hide the binary watermark by selecting the first-column, 

first-row component r1,1 of upper triangular matrix R as 

below: 

 𝑑1,1
′ = {

𝑇2 𝑖𝑓 𝑎𝑏𝑠(𝑟1,1 −  𝑇2) < 𝑎𝑏𝑠 (𝑟1,1 −  𝑇1)

𝑇1 𝑒𝑙𝑠𝑒                                                             
  (16)  

where 𝑎𝑏𝑠(.) denotes the absolute value. 

11) Replace the r1,1 with r′
1,1 and after that apply the inverse 

QR factorization for obtaining the 𝐴′ watermarked block. 

 𝐴′ = 𝑄𝑅′   (17) 

12) Repeat steps 7–11 for embedding bits of watermark. 

13) Combine watermarked blocks. 

14) Apply IDCT to combined watermarked blocks for 

obtaining the modified high-frequency subband. 

15) Apply the inverse of the 2-level LWT utilizing the 

modified high-frequency subband to have the 

watermarked image. 

16) Reconstruct the components of watermarked R, G, and 

B for having the watermarked color image. 
The block diagram of the presented embedding process is 

given in Fig. 1. 

B. Watermark extraction  

1) Divide the watermarked color image into RGB 

components. 

2) Apply 2-level LWT to the R component and select the 

high_frequency subband of the 2-level. 

3) Apply DCT high-frequency subband. 

4) Divide DCT coefficients for obtaining 4 × 4 non-

overlapping blocks which number of blocks is 642. 

5) Calculate the entropy of each block to obtain the average 

of entropy blocks as scaling factor α. 

6) Generate the pseudo-random sequences utilizing 

randperm-function depending on key1 and key2 for 

having 2-random values. 

7) Apply QR factorization for selecting 4 × 4 blocks 

depending on the pseudo-random sequences. 

8) Extract the binary watermark information utilizing the 

first-row, first-column component 𝑟1,1
′  of upper 

triangular matrix R as below: 

  𝑤𝑖,𝑗
′ = 𝑚𝑜𝑑 ( 𝑐𝑒𝑖𝑙 (

𝑟1,1
′

𝛼
) , 2)     (18) 

where (1≤𝑖, 𝑗≤N) and 𝑚𝑜𝑑(.) indicates the modulo 

operation. 

9) Repeat 7–8 for extracting bits of watermark. 

The block diagram of the presented extraction process is 
given in Fig. 2. 

Fig. 2. The diagram of the watermark extraction process. 
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IV. RESULTS AND DISCUSSION 

Due to obtaining experimental results, Five RGB 
common pinchmarket images (size = 1024 × 1024) are used 
which are from the USC-SIPI [30] database for presenting the 
results of this method to make a comparison of the method 
performance with existing techniques. The pinchmarket 
images are “Airplane”, “Baboon”, “Peppers”, “Sailboat”, and 
“Lena” which are shown in Fig. 3, whereas three watermarks 
(size = 64×64) are used as shown in Fig. 4. Invisibility 
measurement peak signal-to-noise ratio (PSNR) has been 
used to evaluate the quality between watermarked and 
original images while robustness measurement normalized 
cross-correlation (NC) has been used to evaluate the ability 
to withstand watermarking attacks [31]. 

A popular objective tool for evaluating the quality of 
watermarked images is PSNR, which computes the pixel 
difference between the original and the degraded image. The 
quality of the watermarked image and the watermarking 
technique can be both obtained with a greater PSNR value. 
The PSNR for color digital images is defined as follows [27]:  

 𝑃𝑆𝑁𝑅 = 10 log
𝑁1× 𝑁2 × 𝑀 × 2552

∑ ∑ ∑ [𝐼(𝑥,𝑦,𝑗)−𝐼∗(𝑥,𝑦,𝑗)]2𝑀
𝑗=1

𝑁2
𝑦=1

𝑁1
𝑥=1

𝑑𝐵    (19) 

𝐼(𝑥, 𝑦, 𝑗) is the pixel value of the component j of the 
carrier image at the (𝑥, 𝑦) location, 𝐼∗(𝑥, 𝑦, 𝑗) is the pixel 
value of the component j of the watermarked image at the 
(𝑥, 𝑦) location, 𝑁1 and 𝑁2 are the number of rows and 
columns of the original carrier image, and M is the number of 
image components. 

Furthermore, one objective measure for assessing the 
watermarking algorithm's robustness is normalized cross-
correlation (NC). NC has a value between 0 and 1. The 
resemblance between the two images increases with the NC 
value. The following formula is used to get the NC value [27]: 

𝑁𝐶 =
∑ ∑ ∑ (𝑊(𝑥,𝑦,𝑗) × 𝑊′(𝑥,𝑦,𝑗))𝑁

𝑦=1
𝑀
𝑥=1

3
𝑗=1

√∑ ∑ ∑ [𝑊(𝑥,𝑦,𝑗)]2 𝑁
𝑦=1

𝑀
𝑥=1

3
𝑗=1    √∑ ∑ ∑ [𝑊′(𝑥,𝑦,𝑗)]2 𝑁

𝑦=1
𝑀
𝑥=1

3
𝑗=1

     

          (20) 
W for the original color digital watermark image, 

𝑊′ stands for the extracted color digital watermark image, M 
and N for the watermark image's size, and j for the index of 
the color image's component parts. 

Several types of attacks employed for obtaining the image 
experimental results are given below. 

 Cropping: Removing watermarked images from the 
top 50% of the collection. 

 Scaling: Making the watermarked images 5 times 
larger. 

 Poisson noise: Including Poisson noise in the 
watermarked images. 

 Blurring: Applying a blurring value of 0.5 to the 
watermarked images. 

 Gamma correction: The watermarked images are 
subjected to a 1.0 gamma adjustment. 

 Sharpening: Using a 0.5 quantity value to sharpen the 
watermarked images. 

 Flipping: Turning the watermarked images from top 
to bottom. 

 JPEG 2000 compression: Using the JPEG 2000 
compression with a 1 compression ratio to perform 
watermarked images. 

 Median filter: The watermarked images with a 2 × 1 
window size are subjected to the median filter where 
the median value in the 2-by-1 region surrounding 
each output pixel in the watermarked image is 
contained. 

Fig. 3. The color host images. 

Fig. 4. The images of the watermark. 

TABLE I. THE PSNR VALUES UNDER NO_ATTACKS 

Host Image Watermark1 Watermark2 Watermark3 

Airplane 55.320 55.298 55.308 

Sailboat 50.653 50.650 50.644 

Peppers 51.628 51.632 51.623 

Baboon 47.394 47.386 47.389 

Lena 54.694 54.685 54.687 

TABLE II. THE NC VALUES UNDER NO_ATTACKS 

Host Image Watermark1 Watermark2 Watermark3 

Airplane 1.000 1.000 1.000 

Sailboat 0.999 1.000 0.998 

Peppers 1.000 1.000 1.000 

Baboon 1.000 0.999 0.999 

Lena 1.000 1.000 1.000 

The PSNR and NC values of the watermarked images 

under no attacks are shown in Tables I and II. In general, high 

PSNR values show that the presented scheme performs better 

in terms of invisibility, while high NC values show that the 

presented scheme performs better in terms of robustness. 

While the average NC value is 1.000, the average PSNR 

value is 51.933 dB. 
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Fig. 5.  The watermarked images and extracted watermark_1 under 

no_attack. 

Fig. 6. The watermarked images and extracted watermark_2 under no_attack. 

Fig. 7. The watermarked images and extracted watermark_3 under no_attack. 

Figures 5 and 7 in the visual observations display the 
watermarked images with various watermark images that are 
under no attack. Table II and figures 5 to 7 demonstrate that 
the watermark images can be fully extracted and resemble the 
original watermark images, indicating that the presented 
scheme is more resistant to frequent attacks. Additionally, as 
seen in figures 5 to 7 and tables I to II, the watermarked and 
original images are more alike, indicating that the presented 
scheme is more imperceptible. 

Figures 8 to 10 show the extracted watermark images 
from Airplane images under various attacks in visual 
observations, while tables III to V contain the NC values of 
watermark images from host images under various attacks. 
These figures demonstrate that the extracted watermark 
images are fully extracted and resemble the original 
watermark images. These tables and figures demonstrate that 
the presented watermarking technique performs better in 
terms of both invisibility and resilience to attacks. The 
presented watermarking technique is contrasted with the 
existing method, which made use of the identical host images 
and the identical watermark image (watermark_3) for more 
investigation. 

 

 

TABLE III. THE EXTRACTED WATERMARK'S NC VALUES WITH 

WATERMARK_1 UNDER VARIOUS ATTACKS 

Attack Airplane Sailboat  Peppers Baboon Lena 

Crop. 1.000 0.999 1.000 1.000 1.000 

Scaling 0.997 0.994 0.994 0.996 0.992 

Poisson 1.000 0.999 0.999 0.992 0.999 

Blurring 0.997 0.994 0.993 0.996 0.993 

Gamma 1.000 0.999 1.000 1.000 1.000 

Sharp. 0.997 0.990 0.988 0.983 0.996 

Flip. 1.000 0.999 1.000 1.000 1.000 

JPEG 0.866 0.949 0.938 0.974 0.884 

Median 0.957 0.949 0.948 0.926 0.955 

 
A comparison between the presented watermarking 

technique and this existing method is shown in Table VI [32] 
and a visual comparison is shown figure 11. This table shows 
that the presented watermarking technique performs better 
than the existing scheme in terms of invisibility. 

TABLE IV. THE EXTRACTED WATERMARK'S NC VALUES WITH 

WATERMARK_2 UNDER VARIOUS ATTACKS 

Attack Airplane Sailboat  Peppers Baboon Lena 

Crop. 1.000 1.000 1.000 0.999 1.000 

Scaling 0.990 0.993 0.990 0.991 0.991 

Poisson 0.998 0.999 0.998 0.975 1.000 

Blurring 0.992 0.994 0.990 0.992 0.992 

Gamma 1.000 1.000 1.000 0.999 1.000 

Sharp. 0.997 0.989 0.989 0.957 0.995 

Flip. 1.000 1.000 1.000 0.999 1.000 

JPEG 0.893 0.945 0.927 0.969 0.906 

Median 0.924 0.911 0.909 0.903 0.919 
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TABLE V. THE EXTRACTED WATERMARK'S NC VALUES WITH 

WATERMARK_3 UNDER VARIOUS ATTACKS 

Attack Airplane Sailboat  Peppers Baboon Lena 

Crop. 1.000 0.998 1.000 0.999 1.000 

Scaling 0.994 0.993 0.994 0.992 0.993 

Poisson 1.000 0.997 0.998 0.990 0.999 

Blurring 0.994 0.993 0.994 0.994 0.994 

Gamma 1.000 0.998 1.000 0.999 1.000 

Sharp. 0.996 0.988 0.987 0.980 0.996 

Flip. 1.000 0.998 1.000 0.999 1.000 

JPEG 0.852 0.940 0.932 0.968 0.874 

Median 0.945 0.935 0.943 0.916 0.959 

TABLE VI. THE COMPARISON OF THE PROPOSED SCHEME OF  

WATERMARK 2 WITH THE EXISTING SCHEME 

Image Scheme PSNR 

Baboon 
[32] 47.070 

Proposed 47.389 

Peppers 
[32] 47.070 

Proposed 51.623 

Lena 
[32] 47.070 

Proposed 54.687 

 

Fig. 8. The extracted watermark_1 from the Airplane image with several 

attacks. 

 

Fig. 9. The extracted watermark_2 from the Airplane image with several 

attacks. 

Fig. 10. The extracted watermark_3 from the Airplane image with several 

attacks 

Fig. 11. The visual comparison of the proposed scheme of  watermark 3 with 

the existing scheme under no_attack. 

V. CONCLUSION 

This work presents a blind color image watermarking 
scheme for copyright protection that relies on entropy 
analysis, lifting wavelet transform, QR factorization and 
discrete cosine transform. There are three primary features of 
this study: (1) To increase invisibility and robustness to 
attacks, DCT, LWT, and QR factorization are applied. (2) To 
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improve the security of the presented scheme, a pseudo-
random sequence is employed. (3) The entropy analysis is 
utilized to achieve a better trade-off between robustness and 
imperceptibility. The experimental findings demonstrate the 
presented algorithm's high security, good imperceptibility, 
and strong robustness to various attacks. Future research will 
concentrate on integrating color watermark images into host 
color images. 
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